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1. The eligibility criteria of auditors for conducting audit of outsourced financial activities of the Bank are as detailed below:
a) Audit firm selected should be Chartered Accountant firm should be on the RBI panel.

b) The firm of Chartered Accountants must be a partnership / Proprietorship concern.

c) The firm should have at least 2 years experience in concurrent audit of any public sector / private sector bank.

d) The firm should not be statutory auditor / empanelled concurrent auditor of the Bank at present.

e) Preferably, one of the partners of the firm should have qualified information system auditor (CISA/DISA).

f) The firm should have necessary office set-up and adequate personnel to ensure proper deployment and timely completion of the audit assignment. Further, preference will be given to those firms who are having their office /domicile at the place where the audit is to be conducted.

g) The Bank reserves the right to amend or modify the eligibility criteria as deemed fit to suit its requirements. Bank also reserves right to cancel the appointment of auditor in case of unsatisfactory performance. 

2. Other terms and conditions / instructions for the Chartered Accountant firm for conducting audit of outsourced financial activities of the Bank are proposed as detailed below:
1. Chartered Accountant firm should select only one outsourced activity for conducting the audit work like FI Audit / ATM audit / E-Darshan audit / Card personalization related audit / Dividend Warrants related audit / Credit Card authorization host related audit. If FI audit / ATM audit is selected, the auditor has to select one group from the drop down provided in the web-based application. 

2. The applications submitted by the auditors should be scrutinized at the department and eligible auditors (as per the above eligibility criteria) to be short listed and out of the short listed auditors who have offered lowest audit fee will be selected with the approval of General Manager (RMD). 
3. Apart from submitting its online application, the CA firm should also take a print out of the same application and forward the duly signed of this hard copy along with the supporting professional qualification / certificates etc. Such hard copy should be sent to The Deputy General Manager, Risk Management Department, Head Office, Vijaya Bank, No.41/2, MG Road, Trinity Circle, Bangalore - 560001 which should reach within 8 days from the date of the online submission of application, failing which the application submitted online will not be taken into consideration for selection of auditors.

4. The decision for selection of Auditor firm shall be the prerogative of the Bank and the Bank’s decision shall be final in selecting the Auditors.  
5. Audit Fee: The bank shall deduct appropriate service tax as applicable from the payment against the services. Further, no Travelling allowance, Dearness allowance and out of pocket expenses will be provided to the concerned auditor. The CA has to specifically mention the audit fees in the application for the assignment towards the outsourced activities relating to the activities/issues/transaction etc., covering the period from 01.04.2014 to 31.03.2015. 

6. Upon selection of auditor and assignment of audit work, the firm should visit the location/ office / branch for audit purpose for 10 days and carry out the audit job with regard to the outsourced activities relating to the activities/issues/transactions etc., covering the period from 01.04.2014 to 31.03.2015. The audit reporting format will be forwarded to the selected CA firm along with the appointment/assignment letter. Upon receipt of the appointment / assignment letter, the audit firm has to complete the audit work immediately and submit the audit report within 20 days from the date of assignment letter and in no case not later than 30.04.2015.
Details of the activities proposed and the locations for conducting the audit work for the year 2014-15:

	Sl No
	Outsourced Activity
	Name and address of the Service Provider 

	1
	I.T. enabled Financial Inclusion Programme
	M/s Integra Micro Systems Pvt.  G5, Swiss Complex 33,

Race Course Rd, Bangalore

	2
	ATM related services including watch & ward services
	M/s FSS Pvt. Ltd G-4, I cross street, SIPCOT IT Park, Rajiv Gandhi Salai (OMR), Siruseri, Navalur, Chennai -  603103

	3
	E – Darshan and Archita Seva / Special Darshan counters at T.T.D. Tirumala
	M/s 7M Facility and Services India Pvt. Ltd Varadaraja Nagar Colony, K.T. Road, Tirupathi

	4
	Credit Card authorization host & maintenance of network, merchants for card acquiring and providing electronic terminals to merchants
	M/s ATOS World Line Pvt. Ltd. No.701, Interface, 11, Malad West, Mumbai

	5
	ATM, Debit & Credit Card personalization and debit card management system
	M/S In-Solutions Global Private Ltd Bangalore

	6
	Processing & Reconciliation of Dividend Warrants, Refund Orders
	M/s Adroit Corporate Services Pvt. Ltd Mumbai


ANNEXURE D

SCOPE OF AUDIT ON OUTSOURCED ACTIVITIES

	Name of the Service Providers
	 Applicable Scope Part

	1. M/s 7M Facility and Services India Pvt Ltd.

2. M/s ATOS World line Pvt Ltd

3. M/s IN Solutions Global Ltd

4. M/s Adroit Corporate Services Pvt Ltd
	        

          PART-A

	5. M/s Integra Micro Systems Pvt Ltd
	PART-A & PART-B

	6. M/s FSS Pvt Ltd
	PART-A & PART-C


PART – A:

1. Review the financial and operational condition of the service provider to evaluate its capability to comply with obligations in the outsourcing agreement 
· Evaluation of all available information about the service provider including Past experience and competence to implement and support the proposed outsourced activity over the contracted period. 
· Financial soundness and ability to service commitments even under adverse conditions. 
· Analysing the past 3 years Balance Sheet of the company and offer the remarks.
· To assess the domain knowledge of the vendors for the specialized part of the business identified for outsourcing 
· Contingency plan to ensure business continuity.
· Business reputation and culture of the service provider. 
· Bank’s intellectual property is handled in the best interest and that the Bank’s right to intellectual property arising out of the work performed is not overlooked

· Customer complaints and outstanding or potential litigation against the service provider if any. 
· Any deterioration or breach in performance standards, confidentiality and security. 

· Service provider should be able to isolate and clearly identify the bank’s customer information, documents, records and assets to protect the confidentiality of the information. In case, he acts as outsourcing agent for multiple banks, care should be taken to build strong safeguards so that there is no mingling of information/documents/records and assets. 
· Consumer grievance redressal mechanism put in place by the service provider those who are working on Bank’s project.
· Due diligence by service provider of its employees

· To assess the capability of the service provider to comply with the obligations to the Bank by taking in to account factors such as qualitative and quantitative, financial, operational and reputational etc.,

· To check the compatibility of the service providers’ systems with the Bank and whether their standards of performance including the area of customer service are acceptable 

· Necessary training is given before placing the service provider’s employees in the banks site for outsourcing services

· Adherence to Non disclosure Agreement (NDA) by the employees of the service provider

· Expertise level of the employees of the service provider and an assessment of their capabilities to handle the work.

· Adequacy of service providers’ internal risk management systems and MIS, the assessment of which includes the following:

· Increase in attrition

· Increased absenteeism

· Increase in project errors

· Increase in fault tolerance to errors

· Increase communication link failures

· Decrease in communication frequency

2. To assess the adequacy of risk management practices adopted in overseeing and managing the outsourcing arrangements. The key risks in outsourcing that need to be evaluated by the banks are 
· Strategic risk – The service provider may conduct business on its own behalf which is inconsistent with the overall strategic goals of the bank. 
· Reputation risk – Poor service from the service provider, its customer interaction not being consistent with the overall standards of the bank. 
· Compliance risk – Privacy, consumer and prudential laws not adequately complied with. 
· Operational risk – Arising due to technology failure, fraud, inadequate financial capacity to fulfill obligations and /or provide remedies. 
· Legal risk – Includes but is not limited to exposures to fines, penalties or punitive damages resulting from supervisory actions as well as private settlements due to omissions and commissions of the service provider. 
· Contractual Risk – The probability of loss arising from failure in contract performance by the service provider.
3. To scrutinize the outsourcing agreement between the Bank and service provider and endorse that the agreement is sufficiently flexible to allow the Bank to retain the appropriate level of control over the outsourcing and the right to intervene with appropriate measures to meet legal and regulatory obligations . 
· The contract should clearly define what activities are going to be outsourced including appropriate service and performance standards 
· The bank must ensure that the interest of the customer is protected 
· Providing access to the Bank for all books, records and information (like financial details, technical / domain expertise, manpower details etc.,) relevant to the outsourced activity available with the service provider which provides for continuous monitoring and assessment to take required corrective measures by the Bank  
· The bank must ensure that the service provider employs the same high standard of care in performing the services as would be employed by the Bank itself, if the activities were undertaken within the bank and not outsourced
· Controls to ensure customer data confidentiality and service providers’ liability in case of breach of security and leakage of confidential customer related information 
· Contingency plan to ensure the business continuity 
· Disaster recovery plan if any 
· Multiple Service provider relationships, a multiple service provider relationship is one where two or more service providers collaborate to deliver an end to end solution to the bank. Multiple contracting scenarios are possible where one service provider may be designated as the ‘Lead Service Provider’, to manage the other service providers or Stand-alone contracts with each service provider shall be entered independently.

· Dispute resolution process 

· Performance expectations, under both normal and contingency circumstances should to be defined. Provisions shall be in place for timely and orderly intervention and rectification in the event of substandard performance by the service provider.

· The agreement should contain technology refresh clause so that whenever there is a need for technology up gradation due to statutory/regulatory/industry requirement, service provider shall update the same without any cost and with prior consent of the bank

4. To scrutinize the procedure followed by the Bank on the monitoring and control of the outsourced activity and suggestion to improve the same.

· Procedure adopted for ironing out operational issues during implementation, methods used. 

· Whether Quality Standards as far as outsourced activity is maintained and adequate.

· Verification of payment made including raising of bills by the company.

· Recourse in case of non-performance
PART-B:

5. Review of BCA Functioning 

· Selection process of BCA whether the due diligence done, letter of appointment from Integra available.

· Whether security obtained from BCA, if so amount

· Whether deposit receipt obtained from BCA duly discharged and kept along with letter from M/s Integra Micro system

· Whether BCA provided with ID card.

· Do and don’t boards displayed with all details at BCA’s work location.

· Customer grievance, contact details are displayed or not.

· Whether BCA provided with HHM machine.

· To verify that the BCAs are maintaining the registers as per the circular no: 35/2010.

· Verification of maintenance of mandatory slips / printouts as per Banks circular at BCA’s location.

· Comment on function of BCA, Number of transactions and amount of transactions

· Day end, Day begin schedules are properly preserved.

· Verify and comments on the transactions in the BC settlement A/C.

· Debit limit allowed

· Customer complaints against BCA if any.
· Evaluate the system adopted by the service provider to monitor the BCA activities on a day to day basis. Its availability and efficiency.

· Reconciliation of BCA Settlement accounts.

· Verifying and monitoring the Threshold Cash balance of each BCAs.

· Monitoring the cash position of BCAs fortnightly.

· Grievances Management System for BCAs.

· Technical Helpdesk, provided to BCAs and its efficiency.

· Controls to ensure customer data confidentiality and service providers’ liability in case of breach of security and leakage of confidential customer related information.

· Contingency plan to ensure business continuity

· Operational risk – Arising due to technology failure, fraud, inadequate financial capacity to fulfil obligations and /or provide remedies. 

· Legal risk – Includes but is not limited to exposures to fines, penalties or punitive damages resulting from supervisory actions as well as private settlements due to omissions and commissions of the service provider. 
PART-C:

6. Review the practices adopted by the service provider in overseeing and managing the outsourcing activity. Verify whether the service provider performing the following activities:

· Arriving at the optimum cash balance and threshold cash balance for each ATM, in consultation with the bank, to avoid both ‘cash-out’ as well as ‘dead cash’ scenarios.

· Monitor the cash position in each ATM, on regular basis, using the sophisticated ATM monitoring tools.

· Initiating action for cash replenishment, whenever the cash balance in an ATM reaches the threshold level.

· Make arrangements for providing secured cash vaulting facility at all major cities with video surveillance for cash area.

· Ensuring movement of cash by secured armoured vehicles to the required ATM locations and load the predetermined amount of cash in the ATMs.

· Engaged the persons for the cash lifting activity and furnishing their details. Such a list / information will be made available in duplicate to Debit card cell. 

· Intimating the bank as well as the designated branch, of the cash requirement, through email, on day-to-day basis.

· In case of new currency notes received from the RBI, the Service provider should give the details of replenishment of such currency notes as additional information along with the reconciliation.

· The cash balance report shall be submitted to the ATM cell at HO with copy marked to the respective ‘Designated Branches’, along with a statement of reconciliation of cash containing the details of Opening Cash, cash replenished at different ATMs, Closing Cash, on the next day of cash replenished in any of the ATM.

· I f any of the ‘Cash Outsourced ATMs’ does not require cash replenishment on the pre-decided due dates for any reason in normal course, the cash replenished will visit the ATM on such due date, verify the physical cash and submit the ‘CBR’, without replenishing cash.

· At the time of cash replenishment, the Joint Custodians of the service provider in the ATM shall do cash Tallying Exercise. In this exercise he will tally physical cash with figures extracted from GL of the bank and admin balance.

· Service provider should be able to distinguish the amount of cash not dispensed to the customer and the cash diverted to reject bin like in case of soiled notes separately.

· In case of cash shortage, the service provider should be in a position to inform the bank the transaction due to which the shortage is found. 

· It is the responsibility of the service provider to identify the difference and to report the same to the designated branch with reasons / details (Card number, Txn No, Txn date, Amount etc.)

· The service provider shall, at its cost, provide for the following insurance:

· Fidelity Insurance

· Comprehensive General Insurance (Covering transit cash from the Bank’s branches/offices/ any other cash source point till the cash is loaded into the ATMs and ATM safe is locked and ready for customer usage as well as cash held by the service provider in vault)

· Workmen compensation Insurance.

· Preparing every week, an advance ‘Replenishment Schedule’ on all the ATMs for the subsequent 2 weeks, arriving the same on the average usage and taking the intervening holidays into consideration. This report will be submitted to ATM-cell with a copy to the respective designated branch.

· The service provider 

· Shall furnish details of maximum number of continuous and peak cash withdrawal transactions per day.

· Shall provide a 24*7 toll-free telephone facility exclusively for the bank at its Technical Help Desk to facilitate the branch staff to seek assistance for resolving problems.

· Shall clean card reader on a predetermined basis.

· Shall provide all the statistical information required by the bank at periodical intervals and / or on specific request.

· Shall secure ATM’s Access Log password to avoid any unpleasant situations in future.

· Shall be bound by the transactions recorded in the Electrical Journal.

